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To: Members of the Executive
Mr SL Bray (Chairman) Mr KWP Lynch
Mr DC Bill MBE (Vice-Chairman) Mr MT Mullaney
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Mr WJ Crooks

Copy to all other Members of the Council
(other recipients for information)
Dear Councillor,

There will be a meeting of the EXECUTIVE in the De Montfort Suite - Hub on WEDNESDAY, 8
JANUARY 2020 at 6.30 pm and your attendance is required.

The agenda for the meeting is set out overleaf.

Yours sincerely

Qe

Rebecca Owen
Democratic Services Manager
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Fire Evacuation Procedures

° On hearing the fire alarm, leave the building at once quickly and calmly by the nearest
escape route (indicated by green signs).

o There are two escape routes from the Council Chamber — at the side and rear. Leave
via the door closest to you.

. Proceed to Willowbank Road car park, accessed from Rugby Road then Willowbank
Road.

. Do not use the lifts.

° Do not stop to collect belongings.

Recording of meetings

At HBBC we are open and transparent about how we make decisions. We allow recording,
filming and photography at all public meetings including Council, the Executive and Planning
Committee as long as doing so does not disturb or disrupt the proceedings. There may
occasionally be some reports that are discussed in private session where legislation requires
this to happen, but this is infrequent.

We also allow the use of social media during meetings, which helps to bring the issues
discussed to a wider audience.

Members of the public, members of the press and councillors are hereby informed that, in

attending the meeting, you may be captured on film. If you have a particular problem with this,
please contact us so we can discuss how we may accommodate you at the meeting.

Use of mobile phones

To minimise disturbance to others attending the meeting, please switch off your phone or other
mobile device or turn it onto silent or vibrate mode.

Thank you
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EXECUTIVE - 8 JANUARY 2020

AGENDA

1. APOLOGIES
2. MINUTES (Pages 1 - 2)
To confirm the minutes of the meeting held on 4 September 2019.

3. ADDITIONAL URGENT BUSINESS BY REASON OF SPECIAL CIRCUMSTANCES

To be advised of any additional items of business which the Chairman decides by reason
of special circumstances shall be taken as matters of urgency at this meeting.

4. DECLARATIONS OF INTEREST

To receive verbally from Members any disclosures which they are required to make in
accordance with the Council’'s code of conduct or in pursuance of Section 106 of the Local
Government Finance Act 1992. This is in addition to the need for such disclosure to
be also given when the relevant matter is reached on the agenda.

5.  QUESTIONS
To hear any questions in accordance with Council Procedure Rule 12.
6. ISSUES ARISING FROM OVERVIEW & SCRUTINY

(If any)
7. DATA PROTECTION POLICY (Pages 3 - 20)

Members are recommended to approve the updated policy.

8. ANY OTHER ITEMS OF BUSINESS WHICH THE CHAIRMAN DECIDES HAVE TO BE
DEALT WITH AS MATTERS OF URGENCY

As announced at item 3.
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Agenda Item 2

HINCKLEY AND BOSWORTH BOROUGH COUNCIL

EXECUTIVE

4 SEPTEMBER 2019 AT 6.30 PM

PRESENT: Mr SL Bray - Chairman
Mr DC Bill MBE - Vice-Chairman
Mr MB Cartwright, Mr WJ Crooks and Mr KWP Lynch
Officers in attendance: Matthew Bowers, Valerie Bunting, Bill Cullen and Rebecca Owen
130 APOLOGIES
Apologies for absence were submitted on behalf of Councillors Mullaney and Nichols.
131  MINUTES

It was moved by Councillor Cartwright, seconded by Councillor Bill and

RESOLVED - the minutes of the meeting held on 10 July be confirmed
and signed by the chairman.

132 DECLARATIONS OF INTEREST

No interests were declared at this stage.

133 FLATS AT UPPER BOND STREET, HINCKLEY

Members received a report which sought approval for removal of a covenant relating to
use of the properties at 99-109 Upper Bond Street for move on accommodation or sale
to a registered provider. It was moved by Councillor Bray, seconded by Councillor
Cartwright and

RESOLVED —

0] The removal of the restrictive covenant be approved;

(ii) A financial contribution of 10% of the achieved sale price towards
the provision of new affordable housing in the borough be

accepted.

134 PROPOSED CONSULTATION RESPONSE TO WARWICKSHIRE DRAFT RAIL
STRATEGY 2019-2034

Consideration was given to the proposed consultation response to the Warwickshire
draft rail strategy 2019-2034. It was suggested that, in relation to question 11, a caveat
be included that the development of a new Parkway Station be supported subject to no
reduction in services at Hinckley.

It was moved by Councillor Bill, seconded by Councillor Crooks and
RESOLVED —

0] The proposed consultation response be endorsed subject to the
abovementioned amendment to the response to question 11;
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(ii)

(iii)

(iv)

(v)

(vi)

(Vi)

(viii)

Warwickshire County be advised that the council welcomes the
proposed rail strategy as it would assist with the delivery of both
the Midland Connect Midlands rail hub initiative and the A5
strategy;

The benefits that a proposed Parkway Station would bring to the
local community be endorsed;

It be requested that the construction of a new Parkway Station be
integrated with improvements to the AS5, including addressing
height clearance problems associated with the existing rail bridge;

Improved services for people living in the Hinckley and Bosworth
area linked to the new Parkway Station be requested, in particular
for passengers travelling to Leicester, Coventry and Birmingham;

It be acknowledged that the proposals may also support long
distance commuting and benefit the local economy;

It be requested that the council be kept engaged in the process to
ensure improved services and feasibility, benefitting passengers
travelling to and from Hinckley;

The fact that the proposals will improve public transport provision
for the area and help to contribute towards reducing traffic
congestion, reduce air pollution and assist in combatting climate
change, be endorsed.

(The Meeting closed at 6.35 pm)

CHAIRMAN
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Agenda Item 7

Hinckley &Bosworth
Borough Council

FORWARD TIMETABLE OF CONSULTATION AND DECISION MAKING
EXECUTIVE 8 JANUARY 2020

WARDS AFFECTED: ALL WARDS

DATA PROTECTION POLICY

Report of Director (Corporate Services)

1. PURPOSE OF REPORT

1.1 To seek approval of the revised Data Protection Policy.

2. RECOMMENDATION

2.1 That members approve the revised Data Protection Policy.

3. BACKGROUND TO THE REPORT

3.1 The Council is required to adopt a policy setting out how it meets the requirements of
the Data Protection Act 2018 and the General Data Protection Regulation (EU)
2016/679.

3.2 This revision of the policy is a refresh and update to include new legislation. In
summary this includes:

Data Protection Principles

Responsibilities of Elected Members and Officers
Security of Data

Data Subjects’ Rights

Conditions and Lawfulness of Processing Information
Accountability and Governance

Corporate Risks

3.3 The Data Protection Policy has been updated due to changes in legislation through
the General Data Protection Regulation (GDPR) and the Data Protection Act 2018.
The council’s previous policy was supported by the Data Protection Act 1998, which
has now been repealed.
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3.4

4.1

5.1

6.1

7.1

8.1

9.1

9.2

The key changes in the new legislation are as follows:

o There is an increased territorial scope — the law applies to all bodies’ that process
personal data of people residing in the European Union.

¢ The council must give data subjects’ detailed information on what we are going to
use their information for at the point that we collect it.

e The council must delete data that we are no longer using for the reason that we
collected it.

e There are now only 6 reasons that the council can collect personal data. It is
illegal to collect data without citing one of these reasons to the data subject.

e People can revoke their consent to data processing at any time, and it must be
easy for them to do so. More control must be given to the data subjects.

e The council now have only 72 hours to notify data breaches to regulators if the
breach is likely to result in a risk to data subjects.

e There is a single national office for complaints.

¢ The council must appoint a Data Protection Officer.

¢ If we do not comply with the legislation, we are liable to fines of up
to €20,000,000 (roughly £18,000,000).

EXEMPTIONS IN ACCORDANCE WITH THE ACCESS TO INFORMATION
PROCEDURE RULES

To be taken in open session.

FINANCIAL IMPLICATIONS [IB]

None arising from the report, however if there was a major breach the maximum fine
that could be imposed is substantial (although unlikely the maximum fine could be up
to €20 million).

LEGAL IMPLICATIONS [MR]

Set out in the draft policy.

CORPORATE PLAN IMPLICATIONS

This policy contributes to all aspects of the Corporate Plan.

CONSULTATION

None.

RISK IMPLICATIONS

It is the Council’s policy to proactively identify and manage significant risks which
may prevent delivery of business objectives.

It is not possible to eliminate or manage all risks all of the time and risks will remain
which have not been identified. However, it is the officer’s opinion based on the
information available, that the significant risks associated with this decision / project
have been identified, assessed and that controls are in place to manage them
effectively.

Page 4



10. KNOWING YOUR COMMUNITY — EQUALITY AND RURAL IMPLICATIONS

10.1 This is a corporate policy and does not impact any community, group, area or parish
in particular.

11. CORPORATE IMPLICATIONS

11.1 By submitting this report, the report author has taken the following into account:

- Community Safety implications
- Environmental implications

- ICT implications

- Asset Management implications
- Human Resources implications
- Planning Implications

- Voluntary Sector

- Procurement implications

- Data Protection implications

Background papers: None
Contact Officer: Julie Kenny, ext 5985
Executive Member:  ClIr S Bray
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Hinckley &Bosworth
Borough Council

Hinckley & Bosworth Borough Council
Data Protection Policy

Version number: 1.0
Updated: June 2019
Prepared by: Corporate I1G
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1. Introduction

This Data Protection Policy sets out Hinckley and Bosworth Borough Council’s
approach to handling personal information in accordance with the Data Protection
Act (DPA) 2018 and the General Data Protection Regulation (GDPR) and provides a
framework for understanding the requirements of the legislation.

In the course of its everyday business, Hinckley & Bosworth Borough Council (“the
Council”) collects and process relevant personal data regarding members of staff,
volunteers, applicants, contractors and customers as part of its operation and to take
all reasonable steps to do so in accordance with this Policy. This policy applies in all
cases where the Council is the data controller or a data processor of personal data.
The policy applies in these cases regardless of who created the data, where it is
held, or the ownership of the equipment used.

The policy provides an overview of the main obligations for Officers and Elected
members in dealing with personal information so they can comply with the
transparency, accountability, data processing, and other principles established under
this legislation and the exercise of the individual rights.

2. General Statement of the Council's Duties and Scope

The Council is committed through its policy, procedures and guidelines and the Data
Protection Officer to ensure that its will:

e Comply with both the law and good practice

e Respects individual rights

e Be open and honest with individuals whose data is held

At the heart of the Act is the need to protect personal information (otherwise known
as personal data) and put additional protection in place for the special categories of
sensitive personal data.

3. Definitions

Personal Data means any data that is considered as Personal Data under the Data
Protection Regulation, specifically information relating to an identified or identifiable
natural person. An identifiable natural person is one who can be identified, directly
or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person.

A Data Controller is any natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of the
Processing of Personal Data.

A Data Processor is any natural or legal person, public authority, agency or other
body which processes Personal Data on behalf of a Data Controller.

A Data Subject is any identified or identifiable natural person from whom Personal
Data is collected.

Processing or Processed means every operation or set of operations which is
performed with regard to Personal Data , including without limitation the collection,
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recording, organization, storage, adaptation, alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, combining,
linking to other data, blocking, erasure or destruction of Personal Data .

General Data Protection Regulation or GDPR is the UK Data Protection Act 2018
(DPA) and EU General Data Protection Regulation 2018 (GDPR)

Automated decision-making is a decision made without human intervention solely
by algorithms, computer analysis or other automatic means.

Personal Data Breach or Breach means any suspected or actual security breach
leading to the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, Personal Data transmitted, stored, or otherwise
Processed.

4. Data Protection Principles

The GDPR places responsibilities on both the Council as an organisation, but also
on any individuals handling Personal Data. It is recognised that in the course of their
authorised duties most elected members and staff will need to handle and/or process
personal information. As a consequence, all elected members and staff should be
aware of the data protection principles, which must be complied with at all times.

The GDPR sets out seven key principles:
4.1 Principle 1: Lawfulness, Fairness and Transparency

Personal Data shall be processed lawfully, fairly and in a transparent manner in
relation to the Data Subject. The Council, elected members and staff must tell the
Data Subject what processing will occur. This is known as “transparency”, the
processing must match the description given to the Data Subject in order to meet the
“fairness” requirement, and it must be for one of the purposes specified in the
applicable legislation “lawfulness”.

4.2 Principle 2: Purpose Limitation

Personal Data shall be collected for specified, explicit and legitimate purposes and
not further processed in a manner that is incompatible with those purposes. The
Council, elected members and staff must specify exactly what the Personal Data
collected will be used for and limit the use of the data to the reason for it being
collected.

4.3 Principle 3: Data Minimisation
Personal Data shall be adequate, relevant and limited to what is necessary in
relation to the purposes for which they are processed. The Council, elected

members and staff must not store any Personal Data beyond what is strictly
required.
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4.4 Principle 4: Accuracy

Personal Data shall be accurate and kept up to date. The Council, elected members
and staff must have in place processes for identifying and addressing out-of-date,
incorrect and redundant Personal Data.

4.5 Principle 5: Storage Limitation

Personal Data shall be kept in a form which permits identification of data subjects for
no longer than is necessary for the purposes for which the Personal Data is
processed. The Council, elected members and staff must, wherever possible, store
Personal Data in a way that limits or prevents identification of the data subject.

4.6 Principle 6: Integrity & Confidentiality (security)

Personal Data shall be processed in a manner that ensures appropriate security of
the Personal Data, including protection against unauthorised or unlawful processing,
and against accidental loss, destruction or damage. The Council, elected members
and staff must use appropriate technical and organisational measures to ensure the
integrity and confidentiality of Personal Data is maintained at all times.

4.7 Principle 7: Accountability

Underpinning the above is the principle of accountability. The Council shall be
responsible for, and be able to demonstrate, compliance. All elected members and
staff must demonstrate that the data protection principles, outlined above, are met
for all Personal Data for which they are responsible.

The principles were been adopted by the Council on 25 May 2018 in order to govern
its collection, use, retention, transfer, disclosure and disposal of Personal Data .

4.8 Sharing Data - interpretation of the principles

There is an increasing demand and expectation that Personal Data will be shared
with other public bodies. This often improves efficiency and service delivery within
the Council. In addition there is also a requirement to share information with other
public bodies for the prevention or detection of crime, the apprehension or
prosecution of offenders, or the assessment or collection of a tax or duty or an
imposition of a similar nature.

The Information Commissioner has offered the following advice on sharing data
between different local authority departments or services, and other public bodies: -

e The Information Commissioner's advice is that the first principle must be satisfied,
particularly 'Personal Data shall be processed fairly and lawfully' but local
authorities can process data if carrying out of a task in the public interest or in the
exercise of official authority. The Information Commissioner does however state
that to ensure the fair processing, the data subject should be made aware of any
'non- obvious' purposes for which the information may be used or disclosed.

e Equally the Information Commissioner is concerned that in any data sharing, the

second principle is properly considered. If data has been collected for a specified
purpose, the Council should not use that data for another purpose, unless the
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data subject has given consent, or there is another lawful reason allowing for the
data to be used in the proposed manner.

e It will also be necessary to consider the legislation that supports any Council
activities that require data sharing. The legal considerations for data sharing are
both complex and difficult. There is a requirement to interpret and exercise
judgement on the Principles of the Act in light of the particular circumstances
where the information is to be shared with another public body. If service
managers have particular issues in this area, they should contact the Council's
Data Protection Officer.

The Council will only share Personal Data with other organisations and third parties
where the sharing is necessary to achieve a clear objective and it is fair and lawful to
do so.

Routine sharing of data between organisations for an agreed lawful purpose will be
undertaken in accordance legislation or with a signed and formal Information Sharing
Agreement.

5. Safeguarding

The General Data Protection Regulation (GDPR) and the Data Protection Act 2018
provide a number of important safeguards and rights for Personal Data held about
living individuals (natural persons).

These safeguards apply to:

e Personal Data held in any organised filing system - the data can be held
electronically or automatically processed by a computer or in manually
maintained systems, for example case files, card indexes etc. The conditions of
the GDPR apply if specific information about an individual is readily accessible.

e Personal Data means information which relates to an identified or identifiable
living individual, including any opinions about them.

e Processing Personal Data, including obtaining, recording, holding, organising,
retrieving, using, disclosing and destroying information.

6. Responsibilities of Elected Members and officers
6.1 Elected Members

When Members process Personal Data whilst acting as a representative of residents
of their electoral ward and /or whilst representing a political party, they do so
independently from the Council’s registration with the Information Commissioner.
However, where an Elected Member has access to and processes personal
information on behalf of the Council, the Member does so under the Council’s
registration and must comply with this policy.

6.2 Chief Executive and Directors
The Chief Executive and Directors are responsible for implementing safe and sound
data protection procedures within their services and the operation of those services

and ensuring the proper security of information held. Directors should have regard to
The Data Protection Policy, the Information Governance Framework and the
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Acceptable IT Use Policy when formulating any policies or procedures which make
use of Personal Data.

6.3 Data Protection Officer

The Council’'s Constitution, through its scheme of delegation, ensures that a named
individual has specific operational responsibility for data protection matters
corporately. That person is The Data Protection Officer. The Data Protection Officer
shall be accountable for

e Reviewing and making recommendations for Data Protection and related policies

e Advising staff on Data Protection issues and the rules to ensure compliance with
data protection laws with the assistance of legal Services as required. The Data
Protection Officer shall report to the Chief Executive.

64 Information Governance Officer

Within the Corporate Team there will be an Information Governance Officer with
specific responsibility for data protection compliance and for advising and training on
data protection matters. The Information Governance Officer shall report to the Data
Protection Officer.

6.5 Senior Information Risk owner

The Senior Information Risk owner (SIRO) has overall strategic responsibility for
governance in relation to data protection risk. The SIRO:

* Acts as advocate for information risk at the Corporate Leadership Team.
* Oversees the reporting and management of information incidents.

The SIRO will assist the organisation to consider the information risks associated
with its business goals and how those risks will be managed.

The Senior Information Risk Owner for the Council is Julie Kenny.

6.6 Information Security Manager

The Information Security Manager is responsible for creating, implementing and
maintaining the Council’'s security policy and procedures to reflect changing local
and national requirements. This includes requirements arising from legislation.

6.7 All Staff

It is the responsibility of all staff to ensure that their working practices comply with
the Data Protection principles and that information held by the Council is accurate
and up-to-date.

All new staff will receive basic training on the data protection as part of their
induction. Managers should ensure all staff for whom the manager is responsible
receive appropriate training on the Data Protection legislation, on the application of
this Policy and on their individual responsibilities.
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7. Security of data
7.1 Information access

All staff are responsible for ensuring that Personal Data which they use or process is
kept securely and is not disclosed to any unauthorised person or organisation.

Access to Personal Data should only be given to those who have and can show a
need for access to the data for the purpose of their duties.

All staff and Elected Members have a responsibility to ensure that any Personal Data
they see or hear is not disclosed to third parties unless there is clear and specific
authority to do so. This includes Personal Data and information extracted from such
data, for example, unauthorised disclosure of data might occur by passing
information over the telephone, communicating information contained on a computer
print-out or by allowing it to be read on a computer screen.

7.2 Acceptable IT Use

The Data Protection Officer shall ensure that an Acceptable IT Use Policy is in place
that covers all aspects of activity and conduct so as to ensure compliance with the
Council's obligations in relation to electronically held information and that such a
Policy is kept up to date and drawn to the attention of all staff.

All staff and Elected Members must read and comply with the Acceptable IT Use
Policy, which must be signed as read by all staff before access to information
containing Personal Data is permitted. The Acceptable IT Use Policy is permanently
accessible on the Council’s intranet.

7.3 Hard copy data

Personal Data should not be left where it can be accessed by persons not authorised
to see it or have access to it.

Procedures shall be put in place by the Director responsible for Council buildings
and facilities, relating to access to the Council’s buildings so as to ensure the
security of data. Procedures in regards to access to buildings and particular parts of
buildings should be communicated to all staff and members and adhered to by all.

7.4 Data destruction

Personal Data which is no longer required must be destroyed appropriately, for
example, by shredding or, in the case of computer records, secure deletion.
Computers must have all personal information securely deleted using the
appropriate software tools. Personal Data must be destroyed in accordance with the
Council’s retention schedule.

7.5 Working from home
Staff working from home must have particular regard to the need to ensure
compliance with this policy, the Flexible Working Policy and the Acceptable IT Use

Policy. The security and proper processing of data outside offices and usual places
of work, and whilst travelling, must be ensured.
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7.6 Data breaches

Personal Data security breaches will be detected, reported and investigated in
accordance with the data breach procedure. All staff must be aware of and follow the
data breach procedure available on the Council’s intranet and included in induction
training for all new members of staff.

Serious breaches where there is a high risk to the rights of the individual must be
reported to the Information Commissioner’s Office by the Data Protection Officer
within 72 hours.

Staff and Elected Members must therefore report Personal Data Breaches or
potential breaches as soon as possible to the Information Governance Officer. The
sooner action is taken; the greater the opportunity there is to limit any potential
damage which might be caused by the incident.

The Data Protection Officer will decide whether it is necessary to report the Personal
Data Breach to either the Information Commissioner’s Office, to the affected Data
Subjects, or any involved third parties.

8 Data subjects’ rights

The GDPR contains data subject rights that the Council must comply with. The
Council must respond to these requests within four weeks. The rights are as follows:-

8.1 Right of access by the data subjects

Individuals have the right to request to see or receive copies of any information the
Council holds about them, and in certain circumstances to have that data provided in
a structured, commonly used and machine readable format. It is a personal criminal
offence for any Elected Member of member of staff employed by the Council to
delete relevant Personal Data after a subject access request has been received.

8.2 Right to rectification

Individuals have the right to have inaccurate Personal Data rectified. An individual
may also be able to have incomplete Personal Data completed. The Data Protection
Officer is responsible for determining whether Personal Data is inaccurate before
any rectification can be made to personal information held by the Council.

8.3 Right to erasure (‘right to be forgotten’)

Individuals have the right to have Personal Data erased. This is also known as the
right to be forgotten’. The right is not absolute and only applies in certain
circumstances. The Data Protection Officer is responsible for determining whether
personal information held by the Council can be legally removed.

8.4 Right to restriction of processing

Individuals have the right to request the restriction or suppression of their Personal

Data. This means that an individual can limit the way that an organisation uses their
information. This is an alternative to requesting the erasure of their data. The right to
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restriction is not an absolute right and only applies in certain circumstances. The
Data Protection Officer is responsible for determining whether personal information
held by the Council can be legally restricted.

8.5 Right to data portability

The right to data portability gives individuals the right to receive Personal Data they
have provided to a controller in a structured, commonly used and machine readable
format. It also gives them the right to request that a controller transmits this data
directly to another controller.

8.6 Right to object

This gives individuals the right to object to the processing of their Personal Data.
This effectively allows individuals to ask the Council to stop processing their
Personal Data.

The right to object only applies in certain circumstances. Whether it applies depends
on the purposes for processing and the lawful basis for processing. The Data
Protection Officer is responsible for determining whether an objection is valid before
any further processing can be conducted using the personal information in question.

8.7 Automated individual decision-making, including profiling

The GDPR restricts the Council from making solely automated decisions, including
those based on profiing, that have a legal or similarly significant effect on
individuals. If an individual requests that an automated decision be reviewed by a
natural person, this is a request under Article 22 of the GDPR and must be relayed
to the Data Protection Officer.

9. Conditions and Lawfulness of Processing Information
9.1 Lawfulness of processing

In order to meet the ‘lawfulness’ requirement, processing Personal Data must meet
at least one the following conditions:

e The data subject has given consent.

The processing is required due to a contract.

It is necessary due to a legal obligation.

It is necessary to protect someone’s vital interests (i.e. life or death situation).

It is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority.

e Itis necessary for the legitimate interests of the Council or a third party.

9.2 Processing of special categories of Personal Data

Special category data is Personal Data which is deemed more sensitive under
GDPR, and so needs more protection. This covers information concerning racial or
ethnic origin; political opinions; religious and philosophical beliefs; trade union
membership; genetic data; biometric data for the purpose of uniquely identifying a
natural person; data concerning health and sex life and sexual orientation.
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For special categories of Personal Data, at least one of the following conditions must
also be met:

e The data subject has given explicit consent.

e The processing is necessary for the purposes of employment, social security and
social protection law.

e The processing is necessary to protect someone’s vital interests.

e The processing is carried out by a not-for-profit body.

e The processing is manifestly made public by the data subject

e The processing is necessary for legal claims

e The processing is necessary for reasons of substantial public interest.

e The processing is necessary for the purposes of medicine, the provision of health
or social care or treatment or the management of health or social care systems
and services.

e The processing is necessary for public health

e The processing is necessary for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes subject to certain
safeguards.

10. Accountability and governance
10.1 Data Subject Notification (Privacy Notices)

Each Service Area will provide data subjects with information as to the purpose of
the processing of their Personal Data, this is known as a Privacy Notice.

A mandatory privacy notice should be provided whenever the council is collecting
and processing customer Personal Data.

Privacy Notices explain to individual persons the purpose for collecting Personal
Data and should contain the following information:

The name and contact details of the Controller and Data Protection Officer
The purpose and legal basis of processing the data.

Retention period for the data collected

The identity of those with whom the data is shared.

The rights of the individual as in part 7 of this policy.

The existence of automated decision-making, including profiling

The Council’s website will contain an over-arching top level corporate privacy notice
which will cover processing activities and information rights. In addition to the online
‘Privacy Notice’ an online ‘Cookie Notice’ will be available, fulfilling the requirements
of applicable law.

Any future changes to the corporate privacy, cookie and task based policies and
notices, should be approved by the Data Protection Officer and or the Information
Governance Officer, prior to online publication.

All privacy notices should be available in hard copy upon request.
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10.2 Data protection by design and default

To ensure that all Data Protection requirements are identified and addressed when
designing new systems and processes, or when reviewing or expanding existing
systems or processes, an approval process must be undertaken before continuing.
This process is called a Data Privacy Impact Assessment (DPIA).

The DPIA process helps identify and minimise the data protection risks of a project.
A DPIA must be undertaken where processing information is likely to result in a high
risk to individuals, but it is good practice for assessments to be carried out for any
other major projects which require the processing of Personal Data.

A DPIA must:

e Describe the nature, scope, context and purposes of the processing;
e Assess necessity, proportionality and compliance measures;

e |dentify and assess risks to individuals; and

e Identify any additional measures to mitigate those risks

Where applicable, the Information Technology (ICT) team will cooperate with the
Data Protection Officer and Information Governance Officer to assess the impact of
any new technology uses on the security of Personal Data.

10.3 Records Management

Good records management practice plays a pivotal role in ensuring that the Council
is able to meet its obligations to provide information, and to retain it, in a timely and
effective manner in order to meet its legal requirements.

It is necessary to ensure that robust records management practices are in place
which are understood and implemented by all staff dealing with records within the
Council.

It is the responsibility of all staff to ensure that they are familiar with the policies,
procedures and schedules relating to records management within the Council,
including the Records Management Policy. All records should be retained and
disposed of in accordance with the Council’s retention schedules.

10.4 Compliance Monitoring

To confirm that an adequate level of compliance is being achieved by
services/departments in relation to this policy, the Council will carry out regular data
audits of service areas. Each audit will, as a minimum, assess compliance with
Policy in relation to the protection of Personal Data, including:

The assignment of responsibilities.

Raising awareness.

Training of Employees.

The effectiveness of Data Protection related operational practices.
Personal Data transfers.

Data Breach management.

Personal Data complaints handling.

The level of understanding of Data Protection policies and Privacy Notices.
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e The currency of Data Protection policies and Privacy Notices.
e The accuracy of Personal Data being stored.

The audit will include the development of any remedial action plans and will be
implemented by the service manager of the affected service area.

11. Risks

The risks of not ensuring adequate data protection compliance could be; incurring of
monetary penalties if a breach of the Data Protection Act occurs; complaints from the
community if their privacy rights are violated and loss of reputation through a lack of
trust by the community in handling confidential information.

The Corporate risk register monitors the requirement to ensure all staff are fully
aware and trained in GDPR compliance. All service areas have risk registers which
will include any specific data protection risks and actions taken to mitigate them.

The use of a customer’s information should always be considered from their
perspective and whether the use will be within their expectations.

12. Review

The Council will process Personal Data in accordance with all applicable laws and
applicable contractual obligations. More specifically, the Council will not process
Personal Data unless the requirements of this policy are met. The Information
Governance Officer is responsible for the monitoring, revision and updating of this
document on a 3 yearly basis or sooner if the need arises.

13. Complaints

The first point of contact for Data Protection complaints will be required to be
addressed to the data Protection Officer and sent to:-

Hinckley & Bosworth Borough Council,

Hinckley Hub,

Rugby Road, Hinckley,

Leicestershire,

LE10 OFR.

Under DPA the data subject has a specific right to complain to the ICO if they feel
the Council is not processing their data lawfully. Complaints can be sent to:

Customer contact

Information Commissioner’s Office
Wycliffe House,

Water Lane,

Wilmslow

Cheshire

SK9 5AF.

Alternatively visit their website- www.ico.gov.uk or contact them on 03031231113.
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